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43.1 'H
XML " CNNVD
H' CNNVD XML "H A
v bb
Schema §' 1A
1 Schema
H n
l ~ab

http://Awww.cnnvd.org/****

0 <xs:element name="cnnvd">
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<xs:.complexType>
<xs:sequence>
<xs:elementef="entry’ minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="cnnvd_xml_version" type="xs:NMTOKEN"
use="required">
</xs:attribute>
<xs:attibute name="pub_date" type=lateType" use="required">
</xs:attribute>
</xs:complexType>

</xs:element>

cnnvd_xml_version

G XML CNNVD 0
XML Schema ~ A
Schema H' 2A

2 ” Schema ¥y

xs:string

n ~ CNNVD

<xs:attribute name="cnnvd_xml_version" type="xs:NMTOKEN" use="require

pub_date
¢ XML CNN/D | 0

GB/T7402005T 5.2.1.1 1 A

Schema y* 3A

30 Schema §

xs:string
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"H n ~ CNNVD
O <xs:attibute name="pub_date" type=lateType" use="required">
4.3.2 H
XML " entry
H' T e H ¢ entry A
v b A A
Schema §* 4A
4 Schema y
H a " ao ab VP a aq a £a
a#z a a a 7 T aa

http://www.cnnvd.org/****

9 <xs:element name="entry">
<xs.complexType>
<xs:sequence>

<xs:element ref="name"/>
<xs:element ref="vuhid"/>
<xs:element ref="published"/>
<xs:element ref="modified"/>
<xs:element ref="source"/>
<xs:.element ref="severity"/>
<xs:element ref="vuktype"/>
<€ayYSt S Yliyetable¢dhfiglratiors>
<xs:element refafuln-softwarelist'/>
<xs:element ref="vuhdescript"/>
<xs:element ref="vukexploit"/>
<xs:element ref="otheid"/>
<xs:element ref="vuhsolution"/>

<xs:element ref="refs"/>
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</xs:sequence>
</xs:complexType>

</Xs:element>

4321
XML ' name
H' ” H A
v ' bb A
Schema 4 5A
5 Schema y
xs:string
“H n T entry”
0 <xs:.element name="name" type="xs:string" use="required"/>
4322
XML " vulnid
H' ~ A
v o é b 1 g 1 & GBIT28452012T 4.2.1
Schema y' 6A
6 “ Schema Yy
xs:string
“H n " entry”
9 <xs:element name="vuld" use="required">

<xs:restriction base="xs:string">
<xs:pattern value="(@NVD\-\d\d\d\d\\d\d-\d\d\d\d"/>
</xs:restriction>

</xs:element>
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4.3.2.3 i
XML " published
H ' H © A
% ' GB/T7408005T 5.2.1.1 A
Schema 4 7A
7 0 Schema y
xs:string
“H n " entry
0 <xs:element name="published" use="required">
<xs:simpleType>
<xs:.restriction base="xs:string">
<xs:pattern vala
="(19]20)\d\d-((01]03]|05|07]08|10|12) -(0[1-9]|[1 -2]\d|3[01])|(04|06]09]11) -(
0[1-9]|[1 -2]\d|30)|02 -(0[1-9]|1\d|2\d))"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
43.2.4
XML " modified
B H A
v o GB/T74082005T 5.2.1.1 1 A
Schena 4y 8A
8 Schema y
xs:string
“H n T entry”
0 <xs:element name="modified">
<xs:simpleType>
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H n
<xs:.restriction base="xs:string">
<xs:pattern value
="(19]20)\d\d-((01]03]|05|07]08|10|12) -(0[1-9]|[1 -2]\d|3[01])|(04|06]09]11) -(
0[1-9]|[1 -2]\d|30)|02 -(0[1-9]|1\d|2\d))"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
4.3.25 T v
XML source
' 0 i8n A
v o é b T y i+ & GBIT28458012T 4.2.4
0 YBA
Schema §* 9A
9 0 1B Schema y
xs:string
"H n " entry”
0 <xs:dement name="source" type="xs:string" minOccurs="0"/>
4326 |
XML severity
H < A
v & n %Ne M1 gy~ { G GB/T30272013A
Schema y' 10
10~ Schema ¥y
xs:string
H n " entry”
o <xs:complexType nameseverity">
<xs:sequence>
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<xssimpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="+ "/>
<xs:enumeration value="+ "/>
<xs.enumeration value¥'~ "/>
<xs:enumeration valuex"~ "/>
</xs:restriction>
</xs:simpleType>
</xs:sequence>
</xs:complexType>
43.2.7 |
XML " vulntype
H' Ne ~ No H A
v oo & CNNVD  Ne 1T HA
Schema y' 11
11 # Schema y
Xs:string
"H n entry”
9 <xs:complexType nameziintype">

<Xs:.sequence>

<xs:simpleType>

<xs:.enumeration value=y
<xs:enumeration value="1
<xs:enumeration value="
<xs:enumeration value=""

<xs:enumeration value="5

<xs:enumeration value="b

<xs:restriction base="xs:NMTOKEN">

II/>

u/>
lI/>
u/>

>

D)

>
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<xs:enumeration value=SQL "~ "/>
<xs:enumeratin value=" ">
<xs:enumeration valueq' >
<xs:enumeration value=" E ">
<xs:enumeration value=" A >
<xs:enumeration value=" ">
<xs:enumeration value=" ">
<xs:enumeration value#{ ">
<xs:enumeration value+!' ">
<xs:enumeration value=" "I>

<xs:enumeration value="Il M ¥ "/>
<xs:enumeration value=" y ">
<xs:enumeration value="" "/>

<xs:enumeration value="Jut » "/>

<xs.enumeration value="n w ">
<xs:enumeration value=" N>
<xsenumeration value=" "HNe ">
<xs:enumeration value#' kK ">
<xs:enumeration value="  ~ Lv/>
<xs:enumeration value=" ">
<xs:enumeration value%" ">
<xs:enumeration value=" L ">
<xs:enumeration value=" ">
<xs:enumeation value=" b "/>

<xs:enumeration value¥"r "/>
</xs:restriction>
</xs:simpleType>
</xs:sequence>

</xs.complexType>
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43238 0
XML " vulnerableconfiguration
H ' roH T A A" A

v o & CNNVD ¢ T YA
Schema 4 12A

12 r Sdhema y

r
n " entry”

<xs:element name="vulnerablgonfiguration" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element ref="cncpe"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xsd:element name="cncpe">
<xs:.complexType>
<xsd:sequence>
<xsd:element name="cncpsftware" type="cncpetype"
minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="cncperrace" type="cncpetype "
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribue name="operator" type="OperatorEnumeration"
use="required"/>
</xsd:complexType>

</xs:element>

<xsd:complexType name="cncpetype">
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<xsd:sequence>
<xsd:element name="cncdang" type="cncpdangtype"
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="operator" type="OperatorEnumeration"

use="required"/>

</xsd:complexType>

<xsd:complexType name="cnclaang">
<xsd:attribute name="name" type="namePattern" use="required"/>

</xsd:complexType>

<xsdsimpleType name="OperatorEnumeration">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="AND"/>
<xsd:enumeration value="OR"/>
</xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="namePattern">
<xsdrestriction base="xsd:string">
<xsd:pattern
value="cncpe:/(Jaho](:[&Zaz09\. \-~]*(.[A-Zaz0N\. \-~]*(:[A-Z&z0-N. \ \-~]*(:[A-
Zaz09\. \-~]*)?)?2)?)?)?"/>
</xsd:restriction>

</xsd:simpleType>
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43.2.9
XML " vuln-software-list
Ul Qo H A
v o & ONNVD ‘ T HA
Schema H' 13
13 * Schema y
xs:string
"H n " entry”
0 <xs: elementef="product’ type="xs:string" use="required"/>
4.3.2.10
XML " vuln-descript
Ul 5 H - D ao lr ; /1 A
v ' bb A
Schema §* 13A
13 Schema ¥y
xs:string
"H n T entry”
0 <xs:element name="vuldescript" type="xs:string" minOccurs="0"/>
43211 r
XML " wvuln- exploit
H' £ Yo De £ 1 A
v ' bb A
Schema §' 14A
14 # Schema

xs:string
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“H n " entry”
0 <xs:element nme="vulnexploit" type="xs:string" minOccurs="0"/>
43212 i
XML " other-id
H' it T ~ o Bugtrag T AaCVE "~ A
v ' bb A
Schema 4 15A

15 " ~ Schema ¥y

"H CVE ~ a Bugtraq ~

"H n T oentry”

<xs:element name="otheid" minOccurs="0">
<xs.complexType>
<xs:sequence>
<xs.element ref="cv&d"/>
<xs:element ref="bugtradéd"/>
</xs:sequence>
</xs:.complexType>

</xs:element>

432121 CVE

XML " cveid
H' cve T A
v ' bb A
Schema 4§ 16A
16 CVE © Schema ¥y
xs:string
"H T 7" other-id”

0 <xs:elenent name="cveid" type="xs:string" minOccurs="0"/>
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4.3.2.12.2 Bugtraq
XML " bugtragid
H' Bugtrag ~ A
v ' bb A
Schema 4 17A
17Bugtraq © Schema Yy
Xs:string
"H T 7" other-id
0 <xs:elemenhame="bugtragid" type="xs:string" minOccurs="0"/>
43213 7
XML " vuln-solution
H - v CH A
\ bbb
Schema 4 18A
18 Schema y
Xs:string
"H n " entry™”
0 <xs:element name="vulsolution" type="xs:string" minOccurs="0"/>
43214 i
XML * refs
H' H 7 A
v ' bb A
Schema §' 19A
194 Schema g
H a a
"H n " entry”
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<xs:element name="refs" minOccurs=taxOccurs="unbounded"
<xs.complexType>
<xs:sequence>
<xs:element ref="rebource"/>
0 <xs:.element ref="rehame"/>
<xs:element ref="retur|"/>
</xs:sequence>
</xs:complexType>

</Xs:element>

432.14.1
XML ' ref-sourcéd
H H 7 A
v ' bb A
Schema 4 20A
20 Shema y
xs:string
"H a " refs
0 <xs:element name="refource" type="xs:string" minOccurs="0"/>
4.3.2.14.2
XML ' ref-nameA
y' H 7 A
v ' bb A
Schema y' 21A
21 Shema
xs:string
"H a " refs
0 <xs:element name="rafiame" type="xs:string" minOccurs="0"/>
4.3.2.14.3
XML ref-urlA

H H A
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v ' bb A
Schema 4 22A
22 Shema y
Xs:string

a "~ refs

<xs:elenent name="refurl" type="xs:string" minOccurs="0"/>
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5. Schema m

<?xml version="1.0" encoding="U8F>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.cnnvd.org/****" elementFormDefault="qualified"
attributeFormDefault="unqualified" version="1.0">
<xs:element name="cnnvd">
<xs:.complexType>
<xs:sequence>
<xs:element ref="entry" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="cnnvd_xml_version" type="xs:NMTOKEN"
use=‘tequired"/>
<xs:attribute name="pub_date" type="dateType" use="required"/>
</xs:complexType>
</xs:element>
<xs:.element name="entry">
<xs:complexType>
<xs:sequence>
<xs:element ref="name"/>
<xs:element ref="vuhid"/>
<xs:element ref"published"/>
<xs:element ref="modified"/>
<xs:element ref="source"/>
<xs:element ref="severity"/>
<xs:element ref="vuln_type"/>
<xs:element ref="vuhsoft"/>
<xs:element ref="vuhdescript"/>

<xs:element ref="vuhexploit"/>




H n " CNNVD & CNNVD )

<xs:element ref="otherd"/>
<xs:element ref="vuhsolution"/>
<xs:element ref="refs"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="name" hg="xs:string" use="required"/>
<xs:element name="vulid" use="required">
<xs:.restriction base="xs:string">
<xs:pattern value="(@NVD)-\d\d\d\d\\d\d-\d\d\d\d"/>
</xs:restriction>
</xs:element>
<xs:element name="published" use="required">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value
="(19]20)\d\d-((01]03|05|07|08|10]|12) -(0[1-9]|[1 -2]\d|3[01])|(04]|06|09|11) -(0O[1-9]|[1 -2]\d|
30)|02-(0[1-9]|1\d|2\d))"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="modified">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value
="(19]20)\d\d-((01]03]05]|07|08|10]|12) -(0[1-9]|[1 -2]\d|3[01])|(04]|06]|09|11) -(O[1-9]|[1 -2]\d|
30)|02-(0[2-9]|11\d|2\d))"/>
</xs:restriction>

</xs:simpleType>
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</xs:element>
<xs:element name="sourceype="xs:string" minOccurs="0"/>
<xs:.complexType name="vulnSeverity">
<xs:sequence>
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs.enumeration value="~ "/>
<xs:enumeration value="+ "/>
<xs:enumeration value¥'~ "/>
<xs:enumeration valuex"~ "/>
</xs:restriction>
</xs:simpleType>
</xs:sequence>
</xs:.complexType>
<xs:element name="vulnerablgonfiguration" maxOccurs="unbounded">
<xs:.complexType>
<xs:sequence>
<xs:element ref="cncpe"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xsd:eément name="cncpe">
<xs.complexType>
<xsd:sequence>
<xsd:element name="cncpsftware" type="cncpetype" minOccurs="(
maxOccurs="unbounded"/>
<xsd:element name="cncperrace" type="cncpetype " minOccurs="0]
maxOccurs="unbounded"/>

</xsd:s@uence>




H n " CNNVD & CNNVD )

<xsd:attribute name="operator" type="OperatorEnumeration”
use="required"/>
</xsd:complexType>
</xs:element>
<xsd:complexType name="cncpetype">
<xsd:sequence>
<xsd:element name="cncgang" type="cncpdangtype" minOccurs="0"
maxOcurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="operator" type="OperatorEnumeration" use="required"/;

</xsd:complexType>

<xsd:complexType name="cnclaang">
<xsd:attribute name="name" type="namePattern" use="required"/>

</xsdcomplexType>

<xsd:simpleType name="OperatorEnumeration">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="AND"/>
<xsd:enumeration value="OR"/>
</xsd:restriction>

</xsd:simpleType>

<xsd:simpleType naex"namePattern">
<xsd:restriction base="xsd:string">
<xsd:pattern
value="cncpe:/(Jaho](:[Zaz09\. \-~]*(:[A-Zaz0-9\. \-~]*(:[A-Zaz0N\. \ \-~]*(:[A-Z&az09\. \-
~1%)2)?)?)?)?"/>

</xsd:restriction>
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</xsd:simpleType>
<xs:elemenname=" vuln-softwarelist' use="tequired" maxOccurs="unbounded"
<xs:.complexType>
<xs:sequence>
<xs:element ref="produtit>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element ref="produtttype="namePatteri’ minOccurs="0"
maxOccurs="unbounded#
<xs:dement name="vulrdescript" type="xs:string" minOccurs="0"/>
<xs:element name="vulaxploit" type="xs:string" minOccurs="0"/>
<xs:element name="otheid" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element ref="cvéd"/>
<xs:.element r&="bugtragid"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element ref="cw&d" type="xs:string" minOccurs="0"/>
<xs:element name="bugtraigl" type="xs:string" minOccurs="0"/>
<xs:element name="vulgolution” type="xs:string" minOccurs=78
<xs:element hame="refs" minOccurs="0">
<xs.complexType>
<xs:sequence>
<xs:element ref="rebource"/>
<xs:element ref="rehame"/>

<xs:element ref="refir|"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="refource" type="xs:string" minOccurs="0"/>
<xs:.element name="rafame" type="xs:string" minOccurs="0"/>
<xs:element name="refirl" type="xs:string" minOccurs="0"/>
<xs:complexType name="vdiype">
<xs:sequence>
<xs:simpleType>
<xs:restriction bae="xs:NMTOKEN">
<xs:enumeration valueq' "/>

<xs.enumeration value="9n "/>

<xs:enumeration value=" ">
<xs:enumeration value="" ">
<xs:enumeration value=" "~ "/>
<xs:enumeration value="b D " ">
<xs:enumeratiorvalue="SQL "~ "/>
<xs:enumeration value=" ">
<xs:enumeration valueq' >
<xs:enumeration value=" E"/>
<xs:enumeration value=" N>
<xs:enumeration value=" ">
<xs:enumeration value=" ">
<xs:enumeratiorvalue=H ">
<xs:enumeration value#' >
<xs:enumeration value=" ">

<xs:enumeration value="Il M ¥ "/>
<xs:enumeration value=" y ">

<xs:enumeration value=""~ "/>




H n "~ CNNVD & CNNVD

<xs:enumeration value="J/u b "/>
<xs:enumerdbn value=" n w
<xs:enumeration value=" N
<xs:enumeration value=""HNe
<xs:enumeration valueH'k ">

<xs:enumeration value="

<xs:enumeration value=" ">
<xs:enumeration value%" ">
<xs:enumeration value=" L

<xs:enumeration value=" ">

<xs.enumeration value=" b "/>
<xs:enumeration value¥"t "/>
</xs:restriction>
</xs:simpleType>
</xs:sequence>
</xs:.complexType>

</xs:schema>

u/>

n/>

n/>

n/>

L "/>

6. XML !

<?xml version="1.0" encoding="UBF?>

<cnnvd xmins:xsi="http://www.w3.0rg/2001/XMLSchefimstance"

xmlns="http://www.cnnvd.org.cn/***"

xsi:schemalocation="http://www.cnnvd.org.cn/*** http://www.cnnvd.org.cn/*** xsd"

cnnvd_xml_version="**" pub_date="***#* * >
<entry>
<name>xherokee </name>

<vulnid>CNNVE201407063</vuln-id>
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o

<vulndescriptCherokee W Web F ~ HTTP a
o A Cherokee 1.2.10B H |- validator_Idap.c ® T
| cherokee_validator_Idap_chekkP n N G a LDAP ~
A D "~ # M A

<published>201407-03</published>
<modified>2014-07-03</modified>
<source></source>
<severityJ  </severity>
<vulntype> </vuln-type>
<vulnerableconfiguration>
<cncpe operator="AND">
<cncpe-softwareoperator="OR">
<cncpelang name="cpe:/a:redhat:libvirt:1.2.0"/>
<cncpelang name="cpe:/a:redhat:libvirt:1.2.1"/>
</cncpe- software>
<cncpe-terraceoperator="OR*
<cncpe-lang name="cpe:/o:novell:opensuse:13.2"/>
<cncpe-lang name="cpe:/o:novell:opensuse:13.1"/>
</ cncpe-terrace>
</cncpe>
</vulnerableconfiguration>
<vulnsoftwarelist>
<productxpe:/a:redhat:libvirt:1.2.0=</product>

<product>cpe:/a:redhat:libvirt:1.2.%/product>

</vuln-software-list>

</vuln-descript>
<other-id>
<cveid>CVE20144668/cve-id>

<bugtragid></bugtragid>

HTTP







